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Introduction
An Information Security Management System based on ISO/IEC 27001 is a structured and systematic framework for managing risks relating to the confidentiality, integrity and availability of valuable information (‘information risks’).  An ISMS is used to manage a suite of information security controls comprising an appropriate mix of technological, procedural, physical and administrative controls.  The controls are intended to mitigate unacceptable information risks, keeping them at a tolerable level without incurring excessive costs and unduly constraining the business.  ISO/IEC 27001 promotes and enables continual ISMS improvement, adapting to changes in the information risks, systems, processes and controls, and seizing opportunities to support and enable the business.  The security arrangements should be ‘adequate’ for now, not necessarily ‘perfect’ … but getting better.
ISMS auditors are responsible for independently and competently assessing an ISMS against generic requirements in the international standard plus those relating specifically to the organisation itself.  Auditing involves gathering, analysing and evaluating pertinent evidence to determine whether the management system (both as designed on paper and operating in practice) fulfils the requirements and is effectively generating value for the business.  
Scope and purpose 
This guideline supports ISMS auditors with pragmatic advice on two key aspects: 
1) The kinds of evidence typically sought during an ISMS audit i.e. documents and information in other forms (e.g. expressed verbally in audit interviews).  Only some of this is formally mandated by the standard, with the requirement specifications terse to the point of being cryptic since the standard applies to all sizes and types of organisation – a deliberately wide brief.
These are the ticked items in the table – the ‘green flags’.
2) The issues and concerns that typically signal dysfunctional/problematic, ineffective/failing/failed and nonconformant ISMSs – certainly warning signs for the auditor to watch out for. 
These are the crossed items in the table – the ‘red flags’.
This guideline helps identify crucial information and reveal potential issues.  By understanding what constitutes robust evidence, and recognising common pitfalls and deviations from the standard, ISMS auditors can work more effectively and efficiently using this guideline.
Please note: this is merely guidance, based on the author’s four decades’ experience as a technology auditor, CISO/Information Security Manager, active member of ISO/IEC JTC 1/SC 27, leader of the 5,000-strong ISO27k Forum, technical author and consultant.  ISMS auditors are not compelled to use this guideline or treat it as definitive – in fact you are encouraged to modify or adapt the content to your context, adding your own interpretations, changing the emphasis etc.  It supplements and cannot replace audit checklists, the auditor’s nose and rational analysis of the situation at hand.  In particular, this guideline does not concern the actual security controls, merely their management.
Audience
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The guideline is obviously intended for ISMS auditors, particularly those conducting internal audits or certification (conformity) audits on ISO/IEC 27001-style ISMSs, or security-assessing suppliers of information services such as cloud computing and managed security services.  It should assist ISMS internal auditors plus technology or conformity auditors, including those new to ISO/IEC 27001.
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	4.1 
Understanding the organisation 
and its context
	Clearly-documented appreciation of how information security supports strategic objectives. 
Evidence of a systematic and ongoing process for identifying, monitoring, and reviewing relevant internal and external issues (e.g.  regulatory changes, emerging technologies, market trends) that impact information security. 
Contextual analysis clearly informs the ISMS scope, risk assessment and policy development. 
Management can articulate the organisation’s unique challenges and opportunities related to information risk and security.
	Lack of a clear, documented understanding of the organisation's mission, strategic objectives and the associated implications.
Vague or generic statements about external and internal issues that don't directly relate to information security. 
No evidence of a systematic process for identifying and reviewing external (e.g. legal, regulatory, technological, competitive landscape) and internal (e.g. culture, capabilities, governance) factors impacting information security. 
Contextual analysis treated as a tick-the-box exercise having no apparent influence on the ISMS. 
Significant changes in the organisation's environment (e.g. new acquisitions, major technology shifts) not reflected in the context analysis.

	4.2
Needs and expectations
of interested parties
	Clearly-documented understanding of the organisation's strategic objectives and how information security directly supports them. 
Evidence of a systematic and ongoing process for identifying, monitoring, and reviewing relevant internal and external issues (e.g. regulatory changes, emerging technologies, market trends) that impact information security. 
Contextual analysis clearly informs the ISMS scope, risk assessment, strategy and policy development. 
Managers can articulate the organisation's unique challenges and opportunities related to information risk and security, at least in their own areas of the business.
	Limited or incomplete identification of interested parties (e.g. missing workers, owners, customers, suppliers, regulatory authorities, adversaries …). 
No systematic process for identifying, analysing and establishing the information security-related needs and expectations of all parties. 
Needs and expectations are bland and generic, lacking in specific details resulting from genuine analysis (e.g. examples, use cases, obligation imposed by applicable relevant laws, regulations, contracts, agreements and codes).
Conflicting needs and expectations with no apparent strategy or intent to resolve them rationally. 
Lack of evidence that needs and expectations are integral to the planning and operation of the ISMS – they are sidelined/ignored.

	4.3
ISMS scope
	Documented ISMS scope (mandatory) – a clearly-defined and justifiable ISMS scope that accurately reflects and delineates the organisation's critical information assets, processes, systems, business units/locations and business objectives covered by the ISMS.
ISMS scope fully reflects the internal and external context, plus the requirements of interested parties.
Any ISMS scope exclusions are well-reasoned, documented and approved by relevant management.
ISMS scope is communicated effectively, such that all relevant people understand its purpose, boundaries and implications, and change-managed.
	Inappropriately broad or narrow ISMS scope, making it impractical or failing to address critical information risks. 
Scope inadequately/ambiguously declared without clear boundaries.
Critical information assets, processes, business units etc. excluded from the scope without reasonable analysis and justification.
No evidence that the organisation's context and interested parties' requirements were considered when defining the scope. 
Scoping appears to be an arbitrary decision rather than a result of a structured, systematic, rational analysis of the options. 
Lack of communication or understanding of the ISMS scope by relevant personnel, particularly senior management.
Actual ISMS scope materially differs from the formal scope statement, is fluid or cannot be determined.

	4.4
ISMS design, build
and operation
	ISMS is clearly designed, structured, owned and governed in accordance with the intent of ISO/IEC 27001, going beyond the requirements as formally expressed.
ISMS is clearly operating in accordance with its documentation (e.g. policies and procedures).
ISMS is clearly effective, an embedded part of the business not an isolated/marginal function, integral to the organisation’s governance and management, and valuable or invaluable to the business.
ISMS is being actively maintained, continually improving/maturing with a bright future, as demonstrated by evidence such as RTPs, ISMS changes, preventive/corrective actions, metrics etc.
	No evidence of a structured approach to establishing, implementing, maintaining and continually improving the ISMS. 
ISMS exists only as a set of fine documents and good intentions, with little evidence of actual execution, operation and performance.
Lack of ISMS integration with existing business processes (e.g. HR, procurement and management of information services, software development, incident management, business continuity). 
ISMS is perceived solely as a discrete/limited implementation or compliance/imposed project, approved, resourced and undertaken reluctantly.
No clear, appropriate owner for the ISMS as a whole, specifically top management with the purview and authority required.

	5.1
Leadership and commitment
	Strong, visible commitment and engagement of top management with the ISMS, demonstrated through their active participation (e.g. a Risk and Security Committee), prioritisation/resource allocation and resolution of escalated concerns, serious incidents etc.
Top management understands and clearly articulates the importance and value of information risk and security management.
Information security objectives clearly relate to and support the organisation's strategic direction and business objectives (e.g. supporting brand values such as trust, reliability, customer focus, innovation, compliance).
Approved ISMS-related activities have sufficient resources (financial, human and technical) and priorities to proceed at the appropriate rate.
	Information/cybersecurity treated as an internal matter within IT department and little if any engagement elsewhere.
Lack of evidence of top management reviewing and approving key information security documents (e.g. policies, strategies, improvement projects, risk appetite).
Little if any corporate communication from top management regarding the importance of information risk and security. 
Information security objectives not aligned or at odds with the organisation's strategic direction and business objectives. 
Top management substantially delegates ISMS responsibilities without demonstrating their personal involvement or commitment. 
Insufficient resources (time, budget, personnel) allocated to information risk and security matters, including the ISMS itself.

	5.2
Policy
	Information security policy (mandatory) – corporate policy relevant and specific to the organisation, properly reflecting its business context, strategic direction, information risks, obligations and other relevant factors.
Policy regularly reviewed, updated and re-approved, authorised or endorsed by top management.
Policy effectively communicated, explained and understood by all relevant workers and interested parties.
Overall policy is an effective governance mechanism guiding information risk and security activities as a whole, including subsidiary topic-specific security policies, procedures and guidelines (fully aligned without gaps or conflicts).
	Generic and bland information security policy, not specific to and reflective of the organisation's context, the nature of its business, regulatory environments, industries, markets, information risks, technologies, priorities etc.
No evidence of top management approval or ownership of the policy, with limited management awareness of and support for the content indicating inadequate engagement and involvement.
Policy language betrays a substantial lack of understanding. 
Little awareness of the policy (and ISMS) among relevant workers and interested parties, let alone their understanding and support.
Policy outdated (not reviewed regularly and maintained), incomplete, of poor quality, neglected and essentially irrelevant.

	5.3  
Organisational rôles, responsibilities and authorities
	Information risk and security workers have clearly-defined, documented and communicated rôles, responsibilities and accountabilities.
Workers in key information security rôles possess the necessary competence and authority, being capable, empowered, motivated, supported and productive.
No significant ambiguity, gaps or overlaps in responsibilities, supporting efficient operations.
Regular review and update of rôle definitions to reflect organisational, ISMS, risk/security and personnel changes.
	Inadequately documented job descriptions/rôle definitions for information risk and security functions, with unclear, conflicting or missing/unallocated responsibilities.
Key information security rôles persistently vacant or filled by individuals patently lacking the necessary competence.
Key information risk and security responsibilities assigned without the corresponding authority e.g. CISO ‘in name only’, not a genuine executive/senior management rôle within the C-suite. 
Workers in general largely unaware of their information risk and security obligations, and unconcerned. 

	6.1
Actions to address 
risks and opportunities
	Documented information (security) risk assessment procedure, Statement of Applicability and Risk Treatment Plan (mandatory) - robust, systematic and documented information risk assessment method/process, consistently applied as demonstrated by these and other records.
Information risks clearly identified, analysed and evaluated relative to a defined risk appetite, considering both internal and external factors.
Specific and actionable RTPs with clear ownership, resources and emphasis on treating significant risks.
Evidence of proactive identification and exploitation of information security opportunities (e.g. adopting new security tools and technologies, improving efficiency).
Risks and opportunities actively addressed both in response to changes and driving ISMS improvements.
	Mandatory documents missing, incomplete, of low quality or otherwise fail to satisfy the requirements of ISO/IEC 27001 and/or the business.
Inadequate information risk assessment e.g. superficial, incomplete, out of date, inconsistent, lacking a suitable structured method/process, or simply too complex, slow and costly in practice.
Identified information risks generic, not reflective of the organisation's particular situation (i.e. significant threats, vulnerabilities and impacts), not clearly linked to the internal and external context nor interested party requirements. 
Seemingly arbitrary or inconsistent risk treatment decisions, not clearly justified and logical nor aligned with the risk appetite.
RTPs vague, lacking clearly-specified objectives, timelines, owners and resources indicating inadequate management commitment.
Viable and valuable opportunities for ISMS improvement not identified, proposed, duly considered and progressed.

	6.2
Information security objectives and planning

	Information security objectives (mandatory) - sensible, pertinent objectives linked to the information security policy, risk analysis and treatments.
Detailed planning to achieve objectives with specific actions, assigned responsibilities, required resources and defined timelines.
Objectives regularly reviewed and maintained, supporting prioritisation, progress and effectiveness for the business.
Objectives clearly communicated, understood and supported by relevant workers – especially managers.
	Information security objectives inadequately determined and expressed, not maintained competently by the appropriate people.
Objectives misaligned with policy and RTPs e.g. missing linkages leaving gaps, conflicts and uncertainties (risks!). 
No real strategy/plan to achieve objectives, including the necessary resources, responsibilities and timelines: all vague, wishful-thinking. 
Objectives not adequately communicated and understood by relevant workers, leaving them unaware and unconcerned. 
No monitoring, measurement and reporting of progress towards objectives, hence no drive, no escalation of issues and blockers. 

	6.3
Planning of changes
	Well-defined, consistently applied process for planning and controlling changes to the ISMS (e.g. scope, security systems, controls, processes, policies or organisational structures).
Thorough information security risk assessments conducted competently before implementing significant changes.
Changes well-documented, including their potential impact on information security, with appropriate controls in place e.g. sound planning, strong assurance, proven business continuity both during and post-implementation.
Effective, timely communication about planned changes to all affected parties, including the associated risks and controls (discussed and agreed with them as appropriate).
	Past, present and future changes to the ISMS (e.g. new security tools/systems, policies, procedures, organisational structures, metrics) lacking a structured planning process and records/evidence of operation.
Changes largely/purely reactive, stalled or absent, rather than being proactively managed, driving continual improvement at a sensible rate. 
Inadequate/inappropriate risk assessment and treatment before implementing potentially significant risk- and security-related changes. 
Inadequate communication about planned changes, including the associated risks and controls, to affected parties, leaving them unaware, disinterested, disengaged and perhaps actively opposed. 

	7.1
Resources
	Adequate and appropriate financial, human and technological resources allocated to the ISMS, with surge capacity e.g. specialist assistance available to handle forensics and responses during/following major incidents.
High-performance information risk and security team well-staffed and led, competent, with access to necessary tools, infrastructure, support and training, working productively as an extended team in conjunction with other specialists.
Evidence of proactive resource planning and budgeting to meet current and future/projected ISMS needs.
Resources effectively and efficiently utilised to achieve information security objectives in a business-like manner.
	Insufficient or inappropriate resourcing for necessary information risk and security activities right now, let alone in future.
Information security team understaffed and overwhelmed. 
Reliance on single individuals for critical information security functions, with little if any teamworking and collaboration. 
Lack of appropriate tools, technologies and methods supporting information security processes, especially regular tasks such a log analysis, backups and risk analysis. 
No evidence that the adequacy and suitability of ISMS resources is monitored, assessed and addressed regularly.

	7.2
Competence
	Personnel records (mandatory).
Evidence of ongoing training, education and personal/career development to maintain and enhance workers’ competence, knowledge, skills and capabilities (e.g. training logs, qualifications, course bookings).
Effectiveness of personal development, training and other HR activities relevant to the extended information risk and security team actively monitored and promoted.
Skills matrix, RACI chart or similar evidence of analysis of information risk and security-related worker capabilities being explicitly aligned with job/task requirements.
Realistic determination of market salaries and expected benefits, motivators and opportunities for information risk and security professionals.
	No defined process to identify, value and acquire required competencies for information risk and security rôles.
Overreliance on applicants/workers’ claimed competencies, particularly their technical qualifications (ignoring soft skills). 
No evidence of ongoing training and support to ensure information risk and security workers are and remain competent and engaged. 
Competence and other personnel records (e.g. background checks) missing, incomplete or unmaintained and generally unreliable. 
Workers struggle to perform important information risk and security tasks for which they patently lack the necessary skills, capabilities, knowledge, capacity and support: they are out of their depth. 
No monitoring and evaluation of the effectiveness of recruitment, training/personal development, retention and related activities.

	7.3
Awareness
	Comprehensive and engaging information security awareness program, tailored to different audiences, covering a reasonable range of information risks.
Regular, diverse and creative communications (e.g. newsletters, briefings, seminars, workshops, policies and procedures, reports on incidents and near-misses, training courses, events) to achieve and reinforce/maintain awareness, with strong engagement.
Awareness materials widely evident and of high quality.
Suitable metrics used to measure, assess and improve the effectiveness of awareness initiatives, providing good evidence of awareness, particularly in respect of human threats such as social engineering, fraud, misconfiguration and inept/careless use of technology (e.g. AI and IoT).
	Security awareness is an infrequent event (e.g. annual) with no ongoing program, no regular communication or reminders on pertinent information risk and security matters. 
Awareness content is bland and generic, not tailored to the organisation's specific risks and rôles, poorly conceived and delivered (e.g. 100% online), garnering little interest and engagement.
Awareness activities largely or wholly involve “staff”, ignoring “management”, specialist functions/professionals and pseudo-employees (contractors, consultants, temps, trainees, interns …).
Limited general awareness of information security policies, procedures, individual responsibilities and obligations, current threats etc. 
Lack of metrics concerning effectiveness of awareness/training.

	7.4
Communication
	Effective processes and channels for communicating information risk and security matters, proactively and bidirectionally, both internally and externally (e.g. liaisons with key suppliers, partners, customers, authorities, owners and other stakeholders).
Timely, accurate and transparent communication of information security incidents, policies, changes etc. including rapid escalation for more significant matters, especially those with pressing deadlines (e.g. breaches).
Effective mechanisms ensure that communication is understood and acted upon appropriately.
Information risk and security terms and concepts are clearly defined, widely understood and consistently used.
	Missing or dysfunctional internal and external communication channels and processes for information risk and security matters, aside from a few sporadic/ad hoc examples. 
Evidence of past and present communications breakdowns, leading to important matters not being communicated effectively, appropriately, on time, accurately etc. with the appropriate parties. 
Communications are generally one-way without effective engagement, discussion and feedback. 
Core information risk and security terms are unclear, misused or inconsistently interpreted and hence often misunderstood.

	7.5
Documented information
	Necessary ISMS documents (policies, procedures, records …) are complete, of good quality and up-to-date.
Robust document control processes (e.g. creation from templates, version control, approval, distribution, review, maintenance/retirement) consistently applied.
Documents readily accessible to those who need it, in suitable user-friendly formats.
Clear ownership and regular review cycles for all documented information.
	Key ISMS documents (e.g. scope, SoA, RTP, security policies and procedures) missing, incomplete, out of date or of low quality. 
No version control or approval process for key ISMS documents. 
ISMS documents not readily available to those who need them.
Excessive, redundant, superfluous, irrelevant or inappropriate ISMS documents e.g. generic, uncustomised ISMS toolkit materials.
Unclear ownership and review cycles for ISMS documents.
Inconsistent naming, formatting and styles for ISMS documents.

	8.1
Operational planning
and control
	Operational documentation demonstrating that ISMS processes are operating as planned (mandatory).
Clear, well-defined, and consistently followed operational procedures for all critical information risk and security activities.
Changes to operational processes are thoroughly planned, risk-assessed, and controlled.
Clear assignment of responsibilities for operational information security tasks.
Effective monitoring and control mechanisms are in place to ensure adherence to operational procedures.
	Lack of operational procedures for information risk and security activities.
Lack of records/evidence expected to have been generated by various information risk and security processes. 
Processes not followed consistently and diligently. 
Changes to operational processes not controlled or reviewed for security implications. 
Unclear responsibilities for operational tasks.
Inadequate management oversight of operational activities and process controls.

	8.2
Information risk assessment
	Risk assessment reports (mandatory).
Regular risk assessments supplemented by additional ones when significant changes occur.
The risk assessment methodology is clearly defined, consistently applied, and produces actionable results.
Risk assessment results are comprehensively documented, easy to understand, and inform decision-making.
Risks are accurately identified and evaluated, considering both internal and external threat landscapes and vulnerabilities.
Evidence of re-assessment of risks after the implementation of controls.
	Risk assessment is a one-time event, not an ongoing regular process nor updated when significant changes occur. 
Risk assessment methodology is not consistently applied. 
Risk assessment results inadequately documented. 
Identified risks do not accurately reflect the organisation's threats, vulnerabilities and potential impacts. 
No evidence of risks being reassessed after implementing controls. 

	8.3
Information risk treatment
	Risk Treatment Plan (mandatory).
Plans are effectively implemented, on schedule, and with clear ownership.
Chosen controls are appropriate, effective, and demonstrably reduce identified risks to an acceptable level.
Regular monitoring and review of the effectiveness of implemented controls.
Risk treatment decisions are clearly justified and align with the organisation's defined risk appetite.
The Statement of Applicability (SoA) is a living document, accurately reflecting the implemented controls and their justification.
	No documented RTP
Risk treatment plans substantially unimplemented or significantly delayed, suggesting lack of resourcing, priorities, commitment etc.
Risk treatments inappropriate for the identified risks. 
Unclear ownership and accountability for implementing risk treatment plans. 
Lack of monitoring/review of the effectiveness of implemented controls and other risk treatments. 
Risk treatment decisions bear no obvious relation to management’s risk appetite, with notable exceptions.
SoA does not accurately reflect implemented, current controls.

	9.1
Monitoring, measurement, analysis and evaluation

	Security measurements/metrics (mandatory).
Clearly-defined and relevant metrics in use.
Systematic collection and analysis of data related to ISMS performance and the effectiveness of controls.
Performance data is actively used to identify trends, make informed decisions, and drive improvements.
Regular and insightful reporting on information security performance to relevant stakeholders.
Effective use of monitoring tools and technologies.
	No defined and documented security metrics. 
Monitoring activities ad hoc, inconsistent. 
Data collected is not analysed or used to make informed decisions. 
Lack of reporting on information security performance to relevant stakeholders. 
Unclear understanding of what needs to be monitored and why. 
Monitoring tools and processes inadequate e.g. not properly configured, inconsistently performed.

	9.2
Internal audit
	ISMS internal audit programme and audit reports (mandatory).
A robust, systematic, and well-planned internal audit program covering all relevant ISMS areas at regular intervals.
Internal auditors are independent, competent, and objective.
Audit findings are clearly documented, prioritised, and communicated.
Prompt and effective corrective actions are taken to address audit findings, with thorough follow-up.
The internal audit program is dynamic, adapting based on risk and previous audit results.
	Internal audits not conducted at planned intervals or cover only a limited scope. 
Internal auditors lack independence or competence. 
Audit findings are not documented or are not addressed. 
Corrective/preventive actions arising from audits not initiated, approved, resourced and completed in a timely manner.
No rational basis for the internal audit program e.g. risk-aligned, compliance-driven, extending the results of previous audits and incidents. 
Management unresponsive to audit findings, overtly negative.

	9.3
Management review
	ISMS management review reports (mandatory).
Management reviews planned and conducted thoroughly, with active engagement from all management levels.
All required inputs (e.g. ISMS internal and certification audit reports, risk and security performance data, risk assessment updates, feedback from interested parties) reviewed/analysed, evaluated and discussed.
Clear, documented outputs including decisions made and actions/responses planned, approved and authorised.
Evidence of effective implementation of responses with timely completion and demonstrable ISMS improvements.
	Management reviews missing, rare or superficial. 
Necessary inputs for management reviews substantially lacking. 
Management review outputs and decisions unclear - inadequately documented, vague and unhelpful. 
Management review decisions re ISMS improvements withheld, unimplemented or inordinately delayed.
Management reviews treated as mere formalities rather than genuine evaluations and improvement opportunities.
Top management disengaged from the process i.e. uninvolved, uninformed, disinterested, absent without good reason.
Other pertinent people/teams/organisations likewise disengaged.

	10.1
Continual improvement
	Documented records of nonconformities and corrective actions (mandatory).
A strong culture of continual improvement within the organisation regarding information security.
Proactive identification and implementation of opportunities for ISMS enhancement, not just reactive to nonconformities.
Effective processes for capturing lessons learned from incidents, audits, and other sources.
Improvement initiatives are tracked, prioritised, and evaluated for their effectiveness.
The ISMS demonstrates a clear trajectory of increasing maturity and effectiveness over time.
	No evidence of the ISMS gradually maturing through systematic, continual improvements e.g. sporadic progress, stasis or regression.
Longstanding and strategic information risk and security issues remain essentially unaddressed e.g. minimal ISMS improvements are only ever made retroactively to address specific significant nonconformities, not proactively for sound business reasons and good practices. 
No effective process for systematically capturing and ‘learning the lessons’ (actually improving) as a result of incidents and near misses, or adopting emerging security practices to mitigate novel or evolving information risks. 
ISMS improvement activities untracked, their status and effectiveness unknown.

	10.2
Nonconformity and
corrective action
	Nonconformities promptly identified, accurately documented and effectively investigated.
Appropriately thorough root cause analysis for all nonconformities to identify significant or recurring issues, driving genuine, systemic improvements.
Timely and effective corrective/preventive actions resourced, authorised, implemented and completed.
Effectiveness of corrective/preventive actions robustly verified and reported, relative to defined improvement objectives.
	Nonconformities not identified and documented accurately. 
Superficial root cause analysis for nonconformities, evading rather than tackling patently significant and relevant issues. 
Corrective/preventive actions not implemented effectively in a timely manner.
No verification of the effectiveness of corrective/preventive actions. 
Recurring nonconformities due to systemic issues remaining persistently unresolved. 
No formal process for handling nonconformities and corrective actions.


Terms and abbreviations
Compliance and conformity – fulfilment/satisfaction of mandatory and discretionary requirements e.g. laws and policies, respectively
Information risk – risk or uncertainty pertaining to information, particularly those which may lead to adverse outcomes for the organisation
Information security – protecting information (typically by reducing the possibility and potential impact of incidents) without unduly preventing its legitimate exploitation by the business
Internal and external – within and without the organisation or, in some cases, the ISMS scope if that only covers part of the enterprise
ISMS = Information Security Management System – a set of governance arrangements to manage information risk and security
Management – [those responsible for] the proactive direction, decision-making, control and oversight of the organisation’s activities, workers etc.
Mandatory – explicitly required by ISO/IEC 27001:2022, hence conformity cannot be legitimately certified without these items (at least)
Organisation – company, partnership, enterprise, group, charity, agency/ministry, department, unit, team etc. performing business activities
Risk treatment – avoidance, sharing, mitigation and/or acceptance of information risk
RTP = Risk Treatment Plan – a plan to treat identified and evaluated information risks in particular ways
SoA = Statement of Applicability – justified list of information security controls that management deems necessary to mitigate unacceptable risks
Top management – the most senior level of management with responsibility for the ISMS (not necessarily the organisation’s most senior managers if the ISMS scope is limited to particular business units, departments, locations etc.)
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